Liability for Published Content

Companies

that publish content on
the internet should view
themselves as just that—publishers. Just as a newspaper
is responsible for its reporters, employers may be liable
for content published by their employees. They are subject
to the same liability risks as newspapers, magazines and
broadcasters while enjoying fewer privileges and immunities. The First Amendment protections for “newsworthy”
speech, such as news and political opinion, are diminished
for commercial speech, including advertising and marketing.
Under agency law, even unauthorized posts can be attributed to the employer through legal doctrines such as respondeat superior (Latin for “let the master answer”). Generally,
courts and juries look to whether the employee was acting in
the scope of his employment with actual or merely apparent
authority. Yet these doctrines can also include unauthorized
conduct if it benefits the employer. And liability can arise
from posts by employees on social media sites, forums or
blogs, particularly when they claim company affiliation or
discuss company business.
Here are the areas where liability is most likely to arise.
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facts that injure the reputation of another person or a corporate entity. The various forms of trade libel, whether under
common law or statute, apply to false statements disparaging another’s goods and services.
Under either scenario, there may be a fine line between
protected statements of opinion and an actionable statement of fact. Well-intentioned employees seeking to convey damaging news about a competitor or to promote the
superiority of their employer’s products and services may
inadvertently cross that line. “Truth” is generally a defense
to defamation, but even a technically true statement may
give rise to “false light” liability if it is misleading. Unfair juxtapositions of photos and text or missing explanatory facts
may allow information to be taken out of context.

False Advertising and Online Disclosures

Employees may put their companies at risk if they solicit
third parties to comment on a company site. Although the
federal Communications Decency Act provides internet service providers (ISP) with immunity for content posted to the
ISP’s site by third parties, this immunity is limited. While
the company likely will qualify as an ISP for its own site, the
immunity does not extend to content posted by the company
and its employees. Immunity also does not extend to intellectual property violations, such as copyright and trademark
infringement.
Recent cases also suggest that website operators may
forfeit immunity if they (or their agents) solicit or induce
objectionable content. For instance, an employee who
solicits “horror stories” regarding experiences with a
competitor should not expect immunity for defamatory
comments.

The Federal Trade Communication Act and various state
laws that prohibit false and deceptive advertising—including improper uses of celebrity and expert endorsements
and customer testimonials—also apply to online advertising.
These statutes, which often overlap with trade libel theories,
typically include fee shifting to permit the prevailing party to
recover attorney’s fees.
In addition, the Federal Trade Commission (FTC) recently
issued specific guidelines regarding advertising via online
media. The guidelines require that bloggers and other online
writers disclose any “material connections” between themselves and the companies whose products or services they
discuss. Employees enjoy an obvious “material connection,”
but this guideline can include third parties who received
monetary or product compensation. If a video game company provides a gaming blogger with a copy of a game to
review, for example, the failure to disclose this fact in the
review may subject the blogger and the company to fines.
Similarly, a company can be liable if an employee or agent,
purporting to be an objective critic, posts a review of the
company’s product. Companies should ensure that any affiliated blogger or website that discusses the company’s products comply with the FTC’s disclosure requirements.

Defamation and False Light

Privacy and Publicity

The most common publishing risk entails publishing false

Most states recognize an individual’s “right of publicity,”

Third Party Statements

15 Tips to Manage Social Media Risks

by Lawrence Savell, counsel at Chadbourne & Parke LLP

Social networking presents many opportunities for companies that use it properly. But those that don’t may face reputation damage, defamation cases
and intellectual property lawsuits. So, armed with the following tips, try a little role-play. Pretend you are a plaintiff’s lawyer and take a fresh look at
your company’s social networking activities. Think about the potential claims an attorney could raise on behalf of a client. Then, think about how you
can apply these guidelines to minimize your risks.

meaning he or she—and he or she alone—control and are
allowed to profit from his or her identity and likeness. This
explicitly bars the commercial exploitation of a person’s
identity without explicit consent.
There is also a well-recognized right of privacy with respect
to non-newsworthy facts when disclosure would be highly
offensive to an average person. This is admittedly a subjective and unpredictable standard, but many states have
enacted publicity and privacy statutes that expand on common law doctrines and sometimes award attorney’s fees.
Some information may also be protected from disclosure by federal and state statutes. For instance, the Health
Insurance Portability and Accountability Act (HIPAA) provides
for the privacy of medical records, while the Gramm-LeachBliley Act protects the privacy of certain financial records.
Employers who are subject to these statutes and others
must take care to ensure compliance.

More than 500 million people use Facebook
More than 65 million “tweets” are sent via Twitter everyday
More than 75 million people use LinkedIn
Source: TechCruch, Facebook, LinkedIn

Cyberstalking
Most states have harassment laws on the books that explicitly include harassment via the internet, often called “cyberstalking.” These laws can cover everything from threatening
physical violence to hacking into computers and sending
viruses to transmitting obscene or intentionally annoying
emails. Employers can find themselves liable for cyberstalking when employees harass co-workers, competitors or customers online.

Intellectual Property
Copyrighted video, audio, images and any other works that

#1: Don’t Be Fooled by Informality
Horror stories persist about how the perceived
informality of email caused employees to think
there was latitude to say things that would be
inappropriate in formal contexts. That same trap
lurks in the social media. Employees must know
they are subject to traditional legal principles.

were created by a third party should not be posted without
permission. Employees who post content created by others
should include proper attribution and limit the quotations to
“fair uses” of copyrighted content. A brief quote with a link
to the entire article at its site of origin is a good example of
appropriate usage.
Employees should not reference competitors’ trademarked terms or logos, particularly when discussing their
employer’s products or services. Further, companies should
police their own trademarks to prevent undesirable usage
and the dilution of the strength of the marks through widespread unauthorized use.

Trade Secrets
Companies can be liable for employees posting competitors’ trade secrets and confidential information online.
Businesses can also forfeit protection for their own confidential information if employees allow it to leak online.
Naturally, a trade secret only remains such for as long as
it is kept a secret. Publication of a company’s confidential
information can also lead to loss of attorney/client and
other privileges.

Recommendations and References
Many companies limit reference information, but
human resources departments no longer enjoy a
monopoly on references. Social media sites, such as
LinkedIn, allow users to “invite” colleagues to post recommendations to their profiles. Positive recommendations
might undermine the employer’s stated grounds for termination of employment.
On the other hand, a negative reference posted by a current employee regarding a former employee could expose
the employer to liability for defamation and other torts.
Employers should prohibit employees from recommending
or otherwise discussing their current or former co-workers’
work performance, online or elsewhere. Instead, they should
require employees to refer reference requests to a designated official. n
Damon E. Dunn is a partner at the Chicago law firm of
Funkhouser Vegosen Liebman & Dunn Ltd.

#2: Know the Implications of Employee Posts
Employers are generally held responsible for all
employee’s actions that are performed as a part
of their job. Remind staff that existing employee
guidelines also apply to online posts—and create a social media policy that unambiguously
formalizes acceptable behavior.

#3: Think Twice About Outside Submissions
Risks arising from posts or comments by third
parties can be avoided by simply not allowing them. Not allowing posts or comments by
others can have practical downsides, however.
Chief among these is limiting opportunities for
interaction with potential customers.

Online, You Are Your Reputation

It’s not

unusual for companies to generate
more demand for their products
than they can handle. But when that company was AT&T,
which has struggled to meet bandwidth demand of its everexpanding iPhone customer base, the company got a lesson
in how social media can damage a company’s reputation.
Though the irony was probably lost on AT&T’s management, angry customers acting as an online “smartmob”
used the very connectivity AT&T supplied to organize a
national protest against what they believed was the company’s poor service. “iPhone Nation,” led by blogger and
activist Dan Lyons, issued the following call to arms of users
in 2009: “On Friday, December 18, at noon Pacific time, we
will attempt to overwhelm the AT&T data network and bring
it to its knees. The goal is to have every iPhone user (or as
many as we can) turn on a date-intensive app and run that
app for one solid hour. Send the message to AT&T that we
are sick of their substandard network.”
Fortunately for AT&T, the FCC stepped in two days before
“Operation Chokehold” and warned that it might be considered an illegal threat to national security. The organizers
backed off, but thousands of activists had already flocked to
Facebook and Twitter to show their support.
The movement was remarkably similar to an online
groundswell built against computer maker Dell when journalist Jeff Jarvis coined the phrase “Dell Hell” back in 2005.
His popular blog convinced thousands to express their
frustration with the company’s customer service by voting
with their wallets and sending Dell a message to fix its problems—or face a mass revolt.
There was one big difference between the scenarios confronting Dell and AT&T, however. Social networks were in
their infancy in 2005. MySpace was the leading social network. Facebook was just getting started. Twitter did not even
exist. Today, AT&T is operating in a world where the number
of social networking users multiplies annually. Facebook
now has more than 500 million members and Twitter has
nearly 200 million. The net effect is a more connected and
viral force unafraid to flex its muscle. Consumerism has
been put on steroids thanks to this technological explosion.
Now, nearly any risk—a product liability allegation, a poorly handled natural disaster, a financial problem, you name

#4: If You Make a Mistake, Fix It
Should you determine that a mistake was made
and that what you posted was a false, derogatory statement, a prompt correction or clarification should help reduce potential damages.
Plus, it furthers the goal of providing accurate
information to your audience.
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it—can hurt a company’s reputation. And while reputational
risks may not feel as tangible to the board as traditional perils, they can be every bit as likely—and even more damaging.
Companies like IBM, which has lived, operated and in
some cases created this new social connectedness, are rapidly moving to an expanded definition of reputational risk
that fully comprehends the impact of social media (see page
30). They recognize and have documented that this new,
connected populace exposes companies to potential challenges that, if left unchecked, can spread rapidly and evaporate shareholder value in a matter of minutes.
But even as they are moving to protect themselves, they
are recognizing the opportunities that the new connectedness provides. Rather than hunkering down in a defensive
crouch, they are adopting guidelines that carefully balance
the risks and rewards of engagement. The key insight is that
closer two-way communication with stakeholders creates
the potential for a company to make faster, smarter decisions and create deeper, more meaningful loyalties.
Even Dell, dealing primarily with blogs at the dawn of the
social media era, learned these lessons. It responded boldly
with a variety of customer service initiatives, including one
called “IdeaStorm” that let customers tell the company what
they wanted from Dell computers. Slowly and methodically Dell stemmed the tide of negative customer feedback,
prompting BusinessWeek to write a story entitled “Dell
Learns to Listen.”
In many respects, the lessons learned by Dell foreshadowed some of the keys to corporate survival in this new
world. Active listening is paramount, and engagement is the
new currency for securing customer loyalty. Simply put, customers expect to be heard. They want a greater say in the
products and services they consume. And, now, they have it.
Knowing this, companies must be ready to respond. n
William H. Cunnigham is the James L. Bayless Chair for Free
Enterprise at the University of Texas at Austin and the former chancellor of the University of Texas system.
Jeff Hunt is a principle and co-founder of PulsePoint Group,
a management consulting and digital firm that specializes in
crisis management and boardroom communications.

#5: Never Make Promises You Can’t Keep
If you say you will do something, make sure
you follow through. This will help avoid potential
liability for claims such as misrepresentation or
breach of contract. It will also help keep you
from earning the unwanted ire of disappointed
customers.

#6: Monitor Your Online Presence
Regularly monitor your online pages and profiles
so that you can promptly detect if your page
or profile has been hijacked or modified by
an outside party without permission. They may
send messages you did not create and attribute
them to you.

Employee Monitoring and Pre-Employment Screening

If an

employer is going to monitor the online activities of its employees, it must strike a careful
balance to avoid violating privacy rights. Although companies
may think they are protected by policies stating that all activities conducted on company computers may be monitored,
such policies are often limited in their reach. The fact that an
employee has accessed her Facebook account from work, for
instance, does not mean that the employer has free reign to
log onto the employee’s Facebook account and poke around.
Furthermore, employees may retain a right to privacy in certain cases on public policy grounds regardless of policies.
Courts have held, for example, that the right to confidentiality
in attorney/client communications made from a work computer override the employer’s monitoring policy.
Employers can also be liable under state and federal statutes such as the Stored Communications Act, the Electronic
Communications Privacy Act, the Computer Fraud and Abuse
Act, and various wiretapping laws, as well as common law invasion of privacy theories. One restaurant chain was held liable
for accessing a password-protected MySpace site used by
employees. After learning that the site was used to bad mouth
the company, the employer convinced an employee, allegedly
under duress, to turn over the password to company officials.
The employees successfully sued under a state privacy
law and the Stored Communications Act.

74% of companies are unsure how social media can be
best used in the workplace
45% of companies are experimenting with social media
strategies to generate new revenue
Source: IBM

What you know can also hurt you. Information learned by
an organization through employee monitoring may trigger
further legal obligations. A company may be liable if it learns
an employee is using company computers for unlawful activity and does not intervene. One New Jersey court allowed
a plaintiff to file suit against her ex-husband’s employer,

#7: Comply With Regulatory Requirements
If your business is in a heavily regulated industry, be sure you are not violating applicable
requirements. If your business is a publicly
traded entity that is subject to SEC regulations,
do not run afoul of rules such as those regarding
public statements.
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claiming that it knew he was accessing illegal pornography
at work but failed to act. The ex-husband allegedly posted
nude photos of his former stepdaughter.
Another exposure comes from information an employer
learns that can be used in discrimination suits regarding
wrongful termination or other employment actions. For this
reason, companies that choose to use social media to monitor employees should (a) identify the categories of information that the employer can legally use; and (b) monitor
employees uniformly.
Lastly, companies should obtain employee acknowledgment of policies dictating the extent to which activities may
be monitored. Having set these boundaries, an employer
should not deviate from them, even if there appears to be
implied consent. A federal court in New York, for instance,
ruled that the fact that an employee left passwords at his
desk did not mean that he had consented to his employer
accessing his accounts.
The other major area of risk arises before an employee
ever becomes an employee: pre-employment screening.
Routine screening of job applicants can lead to various problems, chiefly, exposing yourself to a discrimination lawsuit.
Instead of finding red flags, such as drug use or criminal
activity, the employer is more likely to discover previously
unknown information regarding the applicant’s race, age,
religion, sexual orientation or disability. This data, as well as
other info that employers are legally prohibited from using
as hiring criteria, is widely available online.
If the employer does not hire the screened applicant—even if the decision has nothing to do with the
online search—the fact that the employer knows this
information is something that can be used against the
employer in a discrimination or retaliation lawsuit. This
is doubly true if the applicant knows the company screens
possible hires. Many social media sites allow users to track
who has accessed their profiles, and courts may, in some
circumstances, order subpoenas to determine the identities
of people who have visited a site. If it is revealed to be a person involved in the hiring decision, a lawsuit may follow. n
Jon Vegosen is a partner at the Chicago law firm of
Funkhouser Vegosen Liebman & Dunn Ltd.

#8: Follow Advertising Restrictions
To the extent that your social networking efforts
may be viewed in whole—or even in part—as
an advertising method, you will need to comply with all applicable advertising, “deceptive
practice” and “unfair competition” laws and
regulations.

#9: Appreciate Social Media’s Global Reach
Facebook reports that about 70% of its half a
billion users are outside the U.S. The laws of
many jurisdictions may potentially apply, which,
among other things, may not be as protective
of certain rights as U.S. laws are—and may not
provide the privileges that U.S. laws do.

IBM’s Delicate Social Media Balancing Act

Since its

humble beginnings in 1986
as the Tabulating Machine
Company, IBM has been an innovator. So it should come
as no surprise that the company that invented much of the
technology that spurred a social media revolution would be
among the first to truly understand the associated risks.
IBM’s social media journey can be traced as far back as
1999 when it launched developerWorks, an open source
community portal that has become the industry’s largest
technical resource. Later, in 2005, “IBMers” began using
a collaborative “wiki” page to provide advice to IBM bloggers (and protect itself) as the company sought to embrace
the blogosphere. Today, internal IBM “Jam Sessions” have
become legendary for unlocking the idea-generating power
of “crowdsourcing” (outsourcing tasks traditionally performed by an employee to a

47% of internet users in the 50-65 age range use social
networking sites
26% of those older than 65 are involved in social media
Source: Pew Research Center

large group of
people). Currently, IBM
has 60,000 users on its internal social networking platform
(called Beehive), a million daily page views on its internal
WikiCentral, some 200,000 employees on LinkedIn and
more than 52,000 employees on Facebook.
Perhaps it was only natural that IBM would be a pioneer
in managing social media risks. The first thing that Jon Iwata,
IBM’s senior vice president for communications and marketing,
recognized was that employee use of social media exposed
the company to a reputation risk that should be considered
an enterprise-level threat. Working with the CIO’s office and
a group of experts, they recognized that social media’s use
may enhance or degrade customer satisfaction, relationship
building, recruiting, retention, brand building and competitiveness. This process resulted in consensus among the senior
vice presidents to include it on the enterprise-level risk map,

#10: Labeling It “Opinion” Doesn’t Make It So
Statements may be protected from constituting
defamation if they are not capable of being
proven true or false. But merely labeling something an opinion does not necessarily give it a
free ride, and words like “I think” or “I believe”
do not assure protection for what follows.
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reflecting their conviction that social media is critical for business success and a risk worth taking to drive commercial gain.
To move the process forward, IBM then commissioned a
cross-company task force to break down the risk into “actionable” sub-risks, develop upside and downside scenarios for
what it calls “peripheral vision,” and perform root-cause analysis. That process has already yielded results: new employee
education and training, changes in governance and the development and implementation of new technology.
Based on what it has learned, the company has developed
methods and councils for comparing social media strategies, metrics and business value. It has also established a
formal, enterprise-level governance team and created new
policies on issues such as how to manage confidential information and where to host IBM-branded blogs.
Education and training are other priorities. The “IBM
Business Conduct Guidelines” were amended to include
appropriate uses of social media. A video was developed for
IBM’s new social media users, and the company is developing a formal education curriculum that will help employees
balance all of social media’s risks with its business value.
“We discovered that the risks of not encouraging employees to engage in social media and the risks of not providing
them with the tools and education they need greatly outweigh the risks [of trained participation],” says Iwata. “Our
assessment has provided even more evidence that encouraging employees to engage in social media is critical to our
future success as a business.”
And that is the key takeaway from IBM’s story: a comprehensive risk management approach recognizes both the risks
and benefits of social media—managing the former without
stifling the latter. IBM insiders say that other companies that
view risk management through the audit function tend to
focus on hazards. IBM’s intent, on the other hand, is to manage social media risks with the same goal in mind that it has
when it manages all other risks: generating business value. n
William H. Cunnigham is the James L. Bayless Chair for Free
Enterprise at the University of Texas at Austin and the former chancellor of the University of Texas system.
Jeff Hunt is a principle and co-founder of PulsePoint Group.

#11: Qualify Your Language
You may obtain some insulation from certain
claims by appropriately qualifying language. If
there is doubt, use less-than-absolute words
like “may” or “might” rather than “will.” Terms
like “alleged” or “reported” may also reduce
certain liability risks.

#12: Use Appropriate Disclaimers
You may obtain some insulation from liability by
posting disclaimers. A disclaimer is not perfect
or ironclad by any means, of course, and the
degree to which courts uphold them is not absolute, but it is always better to have one than not.
They can definitely help.

The Top 5 Ways for Insurance Companies to Use Social Media

by Vijay Pullur

Almost all

companies can derive some
benefits from social media.
And insurance companies may be near the front of the pack,
though many are still making little headway, even in 2010.
Ultimately, insurance is a business of trust and interpersonal relationships. The policy language matters, of
course, but building loyalty can be just as important
when it comes to selling policies.
Along those lines, here are five tips for insurers
looking to hop on the social media bandwagon.

1. Open the Dialogue

“I once sent a tweet that said, ‘I’m getting on a JetBlue flight,’
and I got a reply from JetBlue’s Twitter account that said,
‘You should try the smoked almonds.’ That’s customer
service, but, because our conversation happened in public,
it’s also branding.”

Successful social media campaigns involve identifying
core constituents and engaging them. Insurance companies
can leverage social networks like Facebook and Twitter to
connect with—rather than communicate at—users. Making
customer interactions feel more personal can significantly
enhance loyalty and boost retention rates. Social media
makes it easy to let others do your promotion for you.

2. Build Communities, Not Databases
It’s not only about collecting information about customers.
It’s about creating communities of influencers and brand
ambassadors who can help spread brand messaging to their
online friends and followers.

3. Use Social Media to Gain Customer Insight
Social media tools allow insurance companies to tap into
customer sentiment like never before, revealing impor-

–Twitter co-founder Biz Stone
Source: Inc.

tant customer concerns related to the industry, competition or the company itself. This can ultimately help insurance companies improve service quality or spot market
opportunities.

4. Promote Testimonies
Peer influence is 10 times greater than advertising. It’s
called social media for a reason—don’t be afraid to promote word-of-mouth from happy insurance customers.
When the message comes from an objective third party, it
can be much more effective.

5. Spread Knowledge to Decrease Risk

59 of the Fortune 100 now employ or are currently
seeking to hire an in-house social media specialist. Six
companies (Citigroup, Fiat, Ford, Nestle, Nokia and Samsung)
have executive-level positions dedicated to social media.
Source: Social Media Influence’s “The State of Social Media Jobs 2010”

#13: Maintain Confidentiality
Businesses that receive client or patient confidences must maintain that confidentiality.
Possible sanctions for breach may include termination of employment, loss of professional
license, significant civil liability—or even criminal
liability.

People tend to ignore the fine print these days. Social media
allows them to gather information in digestible “bytes,” creating more informed consumers. Insurance companies
can use social media to disseminate important knowledge like coverage updates, policy changes and company alerts faster. As an added bonus, you also will not
have to reprint brochures and pamphlets. n
Vijay Pullur is CEO and founder of SocialTwist, a company
that develops solutions to help turn social media into social
marketing.

#14: Purchase Sufficient Liability Insurance
Review your policies to determine if the types of
potential risks described in this list are covered.
Consider obtaining additional coverage if they
are not, such as third party media liability coverage for infringement and liability costs associated with internet publishing.

#15: Retain Counsel Before You Have a Problem
Be sure to consult with experienced counsel
about all social media matters before you
begin to leverage all the opportunities it offers.
Receiving legal advice from an expert about the
specific online activities you plan to engage in
will provide the best protection.
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